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GLOBUS Project
| L

m Enable the construction of networked
virtual computers

B Authentication
= Gram_client
= Gatekeeper
» Controlled by local site
m A user hasaglobusid, and local
A accounts/username etc.

&5, m Mutual authentication




SSLeay
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m SSleay -0.8.1
mEric A. Young - Australia

m SSLv3
=»Mutual Authentication
= X509
= Encrypted streams
= Multiple hashes, encryption, authentication




GSSAPI SSLEAY
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m GSSAPI for security

m |ETF Draft C bindings

=" Generic Security Service APl Version 2 :
C-bindings', John Wray, 11/24/1997.

m Partially implementation of draft
*»No gss wrap, gss_unwrap
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X509 USER KEY
S I EEEEEER

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,50E478A89A4D3CAB

QgPYINdJIGgk6zzyGKVKasdfjIsdfDZ:LJIrsgfjsonmzEZvFvz09Kj z ITHLXu9w3vH
yBT5h3FPSV14D3dX4JaPi1rVocMFITbsQNN7pbJ65xBDJs86FCTd6nX10dZTs7Xu9
mJL2dY+pc4Aq9msDPaotfEewnBHIk42qk44v29A1gPkpdl 1+R58192rGwUAZMXHN
J1VVNBNKtdpfmaHEgQWT jodauOBoTXwq7tARytBgEFT3WINA3FYLQ90b3J4VTm5Tsq
6PD jdMOHH6 1 L.z3gh9QRRGPRMH+VYA1CcKPCJ96RIB7YU3aVjzqrOebJ6Ux107yDQv
RUMMHTNSTJI3pPjppnothisisnotmyreal lkeyWTRvkevfQc3/00BXThQZRp/FHDw
bjZs/FPP7JgVtuF4L21vbQcrrSt7CKySXeGO2FAa/GbBTI3WUly5eMOzumpCTza+
qY9B1lkkfbi10o8V631wmd56zgO0tl2wvTxMzVXXbLMZ9ybF5rX3x1eXnsZ0BBaxMieD
ND71GQR500BJ/HTxheNBY IhavechangedmanyofthecharactersULMR6i1MNt2A0
01XzV2ri1QqgePj j4zZFLuzZ/wSkGepNk+Z1Z2gbMxQuU j tOETvqdtH4PTAQUSTCGBp
59CTUcXJIBG2t3Mc321vc4ipUjllvv60oHSMLFESG] JLtglvSDbGCAKhTo04Cc2pon
WiGCFSViIPWjXR+FIWuxP8igoxLmjA16+gFrB7Z4GAXF5tsV2+10inl/1tW07J+yk
WvI16VVS5yINI9GEPH3ZPYOL63yIUOTCj2jbg2fa62pBej2TFNphphsw==

————— END RSA PRIVATE KEY--—---




X509 _USER _CERT
[ [ T I T[]

M1 1CAjCCAWugAw I BAg IBATANBgkghk1GOwOBAQQFADBHMQswCQYDVQQGEwWJVUZEP
MAOGALUEChMGR2xvYnVzMScwJQYDVQQDEX5HbGO 1dXMgQ2VydGImaWNhdGlvbiBB
dXRob3JpdHkwHhcNOTgwMT 1 zM j AXODEXWhcNOTKwMT 1 zM j AXODEXW § AwMQswCQYD
VQQGEwWJVUzEPMAOGAL1UEChMGR2xvYnVzMRAwWDgYDVQQDEwWdkZW5nZXJOM I GFMAOG
CSgGS1b3DQEBAQUAAAGNADCB 1QKBgQDG IHKbsLENNww3W5xztmz D Iw4D 13tGruN
3ahpalzF/1/57BBO9nPUFG819MubDpKG4uzi1Yrz0s8D301Zuax3alNCih2KuiMWobl
DgauqYuWisq7wDuS3U153Q1VvVd3d/4S2wx711 1 7k+T 1 FWq3L4ANHvWangPGNYGYtOw
EY+8PKqgJjQIDAQABoxUwWEzARBglghkgBhvhCAQEEBAMCAEAWDQYJKoZ IhvcNAQEE
BQADGYEAICEKFmEu+1513UaN 11 JJY9Re2wTM3urL2M+Sdp 1 16MMISwOVtufy7HPb
E9zT6CrG11trDTtBhRRP1zS9D0oLN/J05/Ya0chx1yHKX1INIpy57dyadbnscQf6of
vT3NkoEERDVMR500/32AMsRYWASFtJBJovmgJdnYZ9yd8Bj 19H00=

————— END CERTIFICATE-----




Readable User Certificate
L I TTrrrriT

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (Ox1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, O=Globus, CN=Globus Certification Authority
Validity
Not Before: Jan 23 20:18:11 1998 GMT
Not After : Jan 23 20:18:11 1999 GMT
Subject: C=US, 0=Globus, CN=dengert
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:c6:94:72:9b:b0:bb:4d:37:0c:37:5b:9c:73:b6:
6c:df:0e:5c:38:0e:5d:ed:1la:bb:8d:dd:a8:69:6b:
5c:c5:fc:8F:19:ec:10:7d:9c:f5:05:1b:c8:bd:32:
€0:e9:28:6e:2e:ce:26:2b:cf:4b:3c:0f:73:b5:66:
€6:bl:dd:a2:0d:0a:28:76:2a:e8:8c:5a:86:c8:0e:
a6:ae:-a9:8b:96:8a:ca:bb:c0:3b:92:dd:4d:79:dd:
08:95:77:77:7F:e1:2d:b0:c7:bd:48:23:b9:3e:4e:
27:d6:ab:72:f8:34:7b:d6:6a:78:0f:18:d6:06:62:
dd:30:11:8fFf:bc:3c:aa:89:8d

Exponent: 65537 (0x10001)

X509v3 extensions:

Netscape Cert Type:
---0
Signature Algorithm: md5WithRSAEncryption

94:21:24:16:61:2e:fa:5e:65:dd:46:8d:22:28:¢c9:63:d4:5e:
db:04:cc:de:ea:cb:d8:cf:92:76:98:a5:e8:¢c3:08:4b:03:95:
b6:e7:f2:ec:73:db:13:dc:d3:e8:2a:¢c6:23:5b:6b:0d:3b:41:
85:14:4%:97:34:bd:0e:82:e7:fc:9d:39:fd:86:b4:72:1c:48:
Cc8:72:97:d4:d9:69:cb:9e:dd:c9:a2:5b:9e:c7:10:7f:aa:1f:
bd:fd:cd:92:81:04:44:35:4c:47:9a:34:ff:7d:80:32:c4:58:
58:04:85:b4:90:49:a2:19:a0:26:76:19:F7:27:7¢c:06:39:7d:
le:8d
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X509 USER PROXY
S I EEEEEER

M1 IBtTCCAR6gAwW I BAg I BATANBgkghk i GOWOBAQQFADAWMQswCQYDVQQGEwWJIVUZEP
MAOGALUEChMGR2xvYnVzMRAWDgYDVQQDEwWdKZW5nZXJOMB4XDTk4MDMXN j ESMzMx
NFoXDTk4MDMxNzAzMzMxNFowP j ELMAKGALUEBhMCVVMxDzANBgNVBAoOTBkdsb2J1
czEeMA4GA1UEAXMHZGVuZ2VydDAMBgNVBAMTBXByb3h5MFwwDQYJKoZ I hveNAQEB
BQADSWAWSAJIBAMVWOTPaBYDFOz iBPyqujqzN7qg/prU2bW+Fhye3/ubFV/iOhxul
XgedXpGBAXI1AyM1idextX6vCqvbsCNHs i 7kCAWEAAaMVMBMWEQYJY 1 Z1AYb4QQEB
BAQDAgBAMAOGCSAGS I b3DQEBBAUAA4GBADW3 16uusMxAXC6hWA3KwK I+koCRwqOU
5zKiAduZ+mNmekgZmPskZTaca62NEJgdg/nODMoraOgKRDFiw8ul ITUhC+h1jW8P
tBz1KZWosE2Z3zvpQ3aqWnGzT4X19HccJYexb5dvEX jdC3BKbNMNN2NLO8+ugQpl
qTgCl/juBl1v

M1 1BOwIBAAIBAMVWITPaBYDFOziBPyqujqzN7qg/prU2bW+Fhye3/uDFV/ iOhxul
XgedXpGBAX1AyM1idextX6vCqvbsCNHs i 7kCAWEAAQJAQIXMjDChBANZL0o53AzwN
gBkiFvM5Bi87DIKZTvGLE637hMDIC6a2WIuYTF67DS54E2Q26P+pCpjn75hhexzF3
ZQIhAPNnSRDeXnMnWebwfn5GTgcLXve/dOMxnZchkD2JvBLDTATEAOOGQM7MIMtU6E
ZRrf6Ful7FNIhTwpG366F06nvohN2cMCIQDTFzhd/Fjx INFY Ihu8Www+cD/vMR6M4d
OKPGmp2NuzZe iMQIlgZriWdqYz/tvJ6HWv6Q+4zmhC/0o+QU6 1 1 1 7KpkWxsh1sCIQDr
H9xs4yReRjcGQFi0j 7FSOMMVQCEZ7Z10UPt9EEWZEg==

————— END RSA PRIVATE KEY-----

MI1CAjCCAWugAw I BAgIBATANBgkghk i GO9wOBAQQFADBHMQswCQYDVQQGEwJVUzEP
MAOGALUEChMGR2xvYnVzMScwJQYDVQQDEX5HbG 1 dXMgQ2VydG ImaWNhdGIvbiBB
dXRob3JpdHkwHhcNOTgwMT I zMj AXODEXWhcNOTKwWMT I zM j AXODEXW j AWMQswCQYD
VQQGEwJVUzEPMAOGA1UEChMGR2xvYnVzMRAWDgGYDVQQDEwWdKZW5nZXJOM I GFMAOG
CSqGS 1b3DQEBAQUAA4AGNADCB i QKBgQDG IHKbsLtNNww3W5xztmz D Iw4D 13tGruN
3ahpalzF/1/57BBI9NPUFG819MuDpKG4uziYrz0s8D301Zuax3alNCih2KuiMwobl
DgauqYuWisq7wbuS3U153QiVd3d/4S2wx71117k+Ti FWg3L4ANHVWangPGNYGYt0w
EY+8PKqJjQIDAQABoxUwWEzARBg I ghkgBhvhCAQEEBAMCAEAWDQYJKoZ hveNAQEE
BQADgYEAICEKFmEu+1513UaN 1 i jJY9Re2wTM3urL2M+Sdp i 16MMI SwOVtufy7HPb
E9zT6CrGI11trDTtBhRRP1zS9DoLN/J05/Ya0chx1yHKX1INIpy57dyadbnscQf6of
vF3NKkoEERDVMR500/32AMsSRYWASFtJIBJovmgJInYZ9yd8Bj 19H00=




Proxy Certificate
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (Ox1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, O=Globus, CN=dengert
Validity
Not Before: Mar 16 19:33:14 1998 GMT
Not After : Mar 17 03:33:14 1998 GMT
Subject: C=US, 0=Globus, CN=dengert, CN=proxy
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (512 bit)

Modulus (512 bit):
00:cb:d6:f5:f3:da:05:80:df:d3:38:81:3f:2a:ae:
8e:ac:cd:ee:a8:3f:a6:b5:36:6d:6F:85:87:27:b7:
fe:e0:c5:57:18:8e:87:1b:88:5e:07:9d:5e€:91:81:
01:72:00:c8:cd:62:75:ec:6d:5F:ab:c2:aa:f6:ec:
08:d1:ec:8b:b9

Exponent: 65537 (0x10001)

X509v3 extensions:

Netscape Cert Type:
---0
Signature Algorithm: md5WithRSAEncryption

35:b7:23:ab:ae:b0:cc:40:c4:2e:al1:58:0d:ca:c0:a9:7e:92:
80:91:c2:a3:94:e7:32:a2:01:db:99:fa:63:66:7a:4a:99:98:
fh:24:65:36:9c:6b:ad:8d:10:98:1d:83:f9:ce:0c:ca:2b:68:
ea:8a:44:37:e2:¢c3:cb:88:95:35:21:0b:e8:75:8d:6F:0F:b4:
1c:15:29:95:a8:b0:4d:99:df:3b:e9:43:76:aa:5a:71:b3:4F:
85:15:F4:77:1¢c:25:87:b1:6f:97:6F:13:18:dd:0b:70:4a:6¢:
d3:27:37:63:4b:d3:cf:ae:81:0a:75:a9:38:02:23:f8:d4:04:
8d:55
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Kerberos Basics
Key Distribution Center KDC or DCE Security Server

Server
> APPLD

Ticket Granting Ticket

Krbtgt/realm@realm
user@realm




K5 KDC with DCE

K5 KDC DCE Security Server

Server
k5dcelogin DCE APPL >

/ Ticket Granting Ticket
Krbtgt/realm@realm
User | | Cache / o @ en@ /




SSL to Get KS TGT

SSLK5D  DCE Security Server

Server
f / Ticket Granting Ticket
Krbtgt/realm@real

m
Cache / user@ream /




Futures
. I rTrrrrrrim

m X509 extensions
m [imit proxy levels
m Limit usability
m Multiple CA
m Better Certificate chain processing
B Browser usage?
.., B CRLS
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The End
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